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OSI RM komunikacia
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Fyzicka a logicka adresa

e Jednoznacna identifikacia

* Fyzicka adresa (hardveérova adresa):
— Linkova vrstva
— Fyzicky urcuje komunikacny systém (napr. 44-45-53-54-00-00)
— Zviazané so sietovym HW rozhranim (kartou)
— Viac rozhrani = viac fyzickych adries

e Logicka adresa:
— Casto sietova vrstva
— Pridelena softvérovo
— Jedno hw rozhranie = jedna or viac logickych adries
— Umoznuyje logicky ¢lenit’ adresny priestor
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Adresné systemy - plosne

e kazdy systém je
rovnocenny

e kazdy systém je
nezavisly

e neexistuju vazby

* nedokazem vytvarat’
logické celky

 priklad MAC ethernet
adresy
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Adresne systemy - hierarchicke

A
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Flash 1

Paketovy prenos

— PouZiva datové bloky (pakety) premenlivej dizky

— Kazdy paket: nezavisly datovy blok => potrebujem dodat’
doplnkove info potrebné k prenosu paketu => hlavicka,
resp. privesok

— Data moZzu prist’ poprehadzovane

— Data sa m6zu stratit’

— Nevyhoda: prenasam ,,neuzitocn¢ informacie*, negarantuje
prenosove pasmo, zat'azenie kazdého prenosového uzla

— Vyhoda: Efektivne a ekonomické vyuzitie prenosoveho
pasma (data s prenasané len vtedy, ked’ st nejake uréené k
prenosu)

Hlavickapta AplijPrivesok Hlavi¢ka| Data Aplik.1

Prenosova cesta

Pn’vesokHHIaviéka Data aplikacie 2 Prl'vesokI—

FRI - Katedra Informaénych Sieti




Technologia TCP/IP

Preco uspech:

Prehl'adny, jednoducho pochopitel'ny RM siet'ovy model

je nezavisla od fyzického sietového HW (integruje rozne druhy
LAN, MAN, WAN sieti)

pouziva logicky adresny systém (umoznuje jednoznacne
adresovanie zariadeni v SkalovateI'nom rozsahu od malych sieti
az po Internet)

pouziva otvorene, vol'ne dostupné protokolové standardy
(implementované v mnozstve réznych HW a OS platforiem)
jadro siete pokial’ mozno €o najjednoduchsie, zlozZitost' v
okrajoch siete (,,inteligencia®)

ponuka mnoZstvo Standardizovanych aplikaénych protokolov
pre kompletné, Siroko dostupné uzivatel'ské sluzby

pracuje s prepajanim paketov



TCP/IP model vs. ISO OSI RM

OSI| model TCP/IP Zakladné protokoly TCP/IP
Aplikaéna Aplikacna
Prezentacnagl | Aplikacna
Ralaéns FTP snvA NES
SN SMTP Telnet || DNS TFTP| |RPC
. / Transportna
Transportnal | Transportna — —
T c IP + ICMP + IGMP
Sietova Internetova — ——
' 4 Vrstva
Linkova T Sietové rozhranie (Ethernet, IEEE 802.3,
ny R Token Ring, FDDI ...)
Fyzicka k médiu

/]

V prvkoch v jadre siete

FH
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Vrstva pristupu k mediu

* LAN a WAN standardy definuju protokoly na oboch spodnych

vrstvach 1ISO OSI modelu
LAN:

— |EEE 802.3 (Ethernet (10Base?,

10Base5,10BaseT,100BaseT a

pod.)
— |EEE 802.5 (Token Ring)

— FDDI
WAN

— sluzby s prepojovanim okruhov
« POTS
 N-ISDN

— sluzby s prepojovanim paketov
* Frame Relay
e X.25

WAN

— Siete s prepojovanim buniek
« ATM

« SMDS (Switched
Multimegabit Data Service)

— Dedikovane digitalne sluzby
« E1,E3, T1, T3 (1.5 a7 44 Mb)
* Rodina xDSL
e SONET
— Iné Wan technolégie
» Dial-up
« Kablové modemy
* Wireless networks
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Preco viastne TCP/IP?

e Preco IP ked mam LAN a WAN protokoly a Standardy?
e Roznorodost’ technoldgii s ich vyhodami aj nevyhodami

LAN WAN
» mnohobodovy pristup k e zvyCajne spojenia bod bod
médiu

e povodne s niz§imi rychlostami

* vysoko rychlostny  vel'ke geografické rozpitie

» geograficky limitovany

priestor * vhodné do backbone

« nevhodny adr. systém pre * nevhodny adr. system

vel’ke siete
IP ukryva ro6znorodost’ a ponuka jednotnt IP konektivitu
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Ethernet/IEEE 802.3

* LAN technologia (10Base2 [thin coax], 10Base5 [thick coax], 10BaseT
[Ethernet], 100BaseT [FastEthernet], 1000BaseT [GigaEthernet], 10GBase...)

Aplikaéna
Prezentacna
Relaéna Bridge entity
Transportna MAC client LLogical Link Contro
. (LLC) entity
c .- o e
S Medium - prijem dat
: ; Access layer T
Linkova (MAC) , —
__________________ mp—— zapUzdrenie dat,
. , yzicka
FyZICka __________________ Medlum dependent error ContrOI’
* riadenie pristupu,
prenos dat
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LAN typu Ethernet (L2 OSI RM)

» Pocita¢ musi byt jednoznacne urceny - adresa
» Ethernet: pouziva fyzicke adresovanie (napalena MAC adresa v NIC)
* FEthernet adresa 48 bitov (24 bit OUI + 24 bit Cislo)

 Typy adries:

— unicast,

— multicast
— broadcast

* Pouzity pristupovy mechanizmus CSMA/CD
e Pouzity ploSny adresny system (neumoziuje logické Clenenie siete):

— prvych 24 bitov: oznacuje vyrobcu OUI (karta inych vyrobcov Uplne

Iné adr.)

— druhych 24 bitov: pridel'uje vyrobca

Format ramca

Preambula
8B

Adresa prijemcu
6B

Adr. odosielatela
6B

Dizka,tyq

2B

Data

46B az 15008

Kontol. sucet (CRC)
8B
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COAX I

Princip Cinnosti 1.

@ Vysielaé Prijimaé @
1 ), Stanica
pocuva
2

kanal —f —
| i |
\ | 101111011100011110110011 |
Vysielané data
Detekuje (ramec)
vysielanie — — ="
Nezaéne / 4
vysielat’
N\
3
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Princip Cinnosti 2.

]

Je ramec moj?

@ Vysielaé Prijimaé @
1 ), Stanica
pocuva
— kanal* —
/ / |
\ | Ramec Ramec

Zacne
vysielat’

| | y |

Kazda stanica ma pristup k ramcu

Vykona:

 kontrolu MAC adresy, Ci je ramec

uréeny jej

* ak nie, NIC stanice ramec d’alej

nespracovava

ANO!!

Je bez chyb??
ANO!!! Daj
ramec vyssej
vrstve na
spracovanie

®
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Kolizie 3.

@ Vysielaé Vysiea€ @
1 ),Stanica , Stanica
pocuva pocuva

2

—' kanal“ — kanal“

Nedetekuje Nedetekuje

vysielanie — _'\ vysielanie —
Zaéne / Zaéne
vysielat’ vysielat’

JAM spravy

(32 bitova vzorka)

Stanice po€kaju ,nahodny“ ¢as a
potom sa pokusia vysielat’ znovu

FRI - Katedra Informaénych Sieti




Pouzitie

Pouziva sa v LAN siet'ach Ethernet a IEEE 802.3

Optimalne pri vyuziti siete do 30 -40%, inac velké
oneskorenia

Nevyhodna pr1 vel’kom pocte kratkych sprav (vel'a
kolizii)

Vel'mi efektivna cesta prepojenia vela ,,host
pocitaCov* pomocou zdiel'an¢ho media

=> prechod na topo hviezda
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Ethernet zariadenia

Aplikaéna Aplikaéna
Prezentacna Prezentacna
Rela¢na Rela¢na
Transportna Transportna
Sietova | Bridge  Switch Siet'ova
Linkova P S— = _ Linkova
Fyzickd |fend _l Fyzickéa

HUB, Opakovac — rozSiruje koliznu doménu (rast kolizii zniZuje pripustnost’),
rozSiruje broadcast domenu (rast broadcast prevadzky zniZuje priepustnost’)

Prepinac, Most, NIC — deli koliznu doménu (1 port = 1 kolizna doména), riadi
prevadzku (dokaze si pamaitat’, ktora MAC adresa na ktorom porte), rozsiruje
broadcast doménu, ma ,,inteligentné* vlastnosti (u¢enie sa)




Komunikacia - hub

Nacuva
kanal
Vytvori
ramec
(nevie MAC
adr host E,
pouZije
broadcast
adr)

Posle
ramec

Broadcast doména

Komunikacia medzi A a E

Na
zaklade
vysSSieho
protokolu
zisti ze
déata su
uréené
jemu

Formuluje
ramec s
odpovedo
u (vie
zdroj adr)

Odosle
ramec

Kolizna doména
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1. Na zaklade vysSieho protokolu
zisti ze data su uréené jemu
Y 4 A" 4
2. Formuluje ramec s odpovedou | = p iNacC
3. OdoSle ramec
1. Naciva o, .
anal (| A e KomunikdciamedziAaE he |
2.  Vytvori —/ v
ramec Port Adresa
>
2a. Nevie MAC L 1 MAC PC A
adresu PC 4 MAC PC E F
E, pouiije B (udaje len do&asne) '
ako | o
Destinatio PrIpi % /'
n adr.
broadcast ——
’
2b. Vie MAC i ]
adresu PC 7!
E \
3. Odosle
ramec ’
at J7'
Broadcast doména
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I
* pri opakovacoch rastici pocet kolizii (oneskorenie Sirenia signalu a pod.) =>
rieSenie => pouzijem prepina¢ => celkovo narast zahltenia siete broadcastovou
prevadzkou (broadcast adr. FF-FF-FF-FF-FF-FF) => smerovac

—I! I I I I I | J.Jﬂ ‘7|! ‘7|! 7'! 7'1 7'1 7'; 7',

e e e P e P e P e P e P

-

-

-

I} Ny B N

-




TCP/IP Internetworking

« Ponuka prostriedky integrujlce rozne typy sieti:
— Definuje pakety (datové bloky) pre prenos dat siet’ou
(IP protokol)
— vhodny adresny systém - IP adresovanie (IP protokol)

— mechanizmy prekladu sietovej adresy (IP adresy) na
linkov( adresu (napr. MAC adresu (ARP protokol))

— smerovanie dat sietou - smerovacie protokoly (RIP,
OSPF atd’ protokoly).

— Transportné protokoly - TCP a UDP protokoly
— Monitoring a testovanie siete — ICMP protokol
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Internetova vrstva

Datovy blok: PAKET

Ukryva pred uzivatel'om nizSiu vrstvu (ponuka jednotnu
konektivitu)

Zabezpecuje konektivitu medzi 'ubovolnymi dvomi host
systémami (siet'ovo dostupnymi, aj ked’ v odlisnych fyzickych
sietach a geo. oblastiach) (zdanie priamej konektivity)
Poskytuje logicky, hierarchicky adresny systém (log Clenenie
sieti)

Smerovanie a vyber cesty

Zariadenie => SMEROVAC => vyber cesty a smerovanie
paketov

Protokoly:
— smerovaneé: IP protokol (nesu data)
— Smerovacie: (RIP, OSPF a pod.) (smerovace si vymienaju info o sieti)



Zariadenia — smerovac (router)

Aplikaéna Aplikaéna
Prezentaéna Prezentaéna
Relacna Relacna
Transportna Router Transportna
Sietova Bridge  Switch == Sietova
Linkova Win R ;—'7 Linkova
Fyzicka / _l Fyzicka
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Smerovac

Router (smerovac): najdolezitejsi stavebny prvok IP siete

* Prepaja segmenty alebo celé siete

- nachadza sa na rozhrani sieti s inymi sietovymi adresami
(iné IP adresne priestory)

- ponuka siroky sortiment hw rozhrani (LAN, MAN, WAN,
telco)

- spracovava kazdy cez neho iduci paket

- hl. dloha ziskavanie informacii o sieti a smerovanie a
prepinanie paketov (routing and forwarding)

- mnoZzstvo inych uloh (roz¢lenuje broadcastove domény-
segmentacia, fragmentacia, bezpecnost’, a pod
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Smerovac - segmentacia
T

IP lsiet’ 4 Segment 2 Segment 1
194.152.2.0 ) ) ) 8 /1P siet' 3
193.152.1.0
IP siet’ 2
IP siet’ 93.152.4.0
193152300 &4 | # | |

Segment 3 Segment 4
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Smerovac — interné komponenty

CPU 25xx
AL Console
User Intf. ME&030 —I WIC Slots I—
Dual UART ST 2524 2525
PCMCIA SYS — Asnyc Ports
CPU Bus Bus 2509-2512
Sys. Control — Hub Ports
TEE ASIC 2505,2507.2516
MNVREAM DRAM - EthermnetTR
SIMM
On Board WAN
ECI'EI't E'EJI'-.-i DR AW — F'T_I-r‘tE
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Smerovac — zakladna doska
2600

g - e b R B B o .ﬂq IE
."“""“ I%W%-ﬂ “r.'r e If-'---l.

| I

Power Supply Flash SIMM  Boot ROM  RAM DIMMs CPU



Smerovac — vonkajsi pohlad

Serial Ports

FHCL FERTR i
\ECM 1 BEEET

FasteEthernet Console Auxiliary Power Power Cord
Ports Port Port Switch Connection
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Internet protokol (IP)

* Najdolezitejsi protokol (vSetky data vyssich vrstiev idu
cez IP)
* Funkclie:

— Definuje PDU: struktdru paketu (IP datagram)

— Definuje adresnu schému (kazd¢ zariadenie musi byt
jednoznacne 1dentifikovatel'ne)

— definuje fragmentaciu a mechanizmy pre ,,znovu zlozenie*
paketu
* Vlastnosti:
— Nespojovo orientovany (connectionless) (nevytvara okruh)
— ,,Nespolahlivy* protokol (nerobi error kontrolu a ,,recovery)

— Typu best-effort
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IP paket

32 bit

1 4 8 16
Verzia IP Dizka Typ sluzby Celkova dizka IP datagramu
4 bity hlavicky 8 bit 16 bitov
Identifik&cia IP datagramu Priznak Posunutie fragmentu od za€iatku
16 bitov 3 bity (fragment offset) — 13 bitov
Doba zivota datagramu Protokol vySsej vrstvy Kontrolny suéet z IP zahlavia (checksum)
(TTL) — 8 bitov 8 bitov 16 bitov
IP adresa odosielatel'a (source IP address)
32 bitov
IP adresa prijimatela (destination IP address)

32 bitov

Volitelné polozky zahlavia
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Ethereal & WinPcap

o www.ethereal.com analyzator
 http://winpcap.polito.it/ paketovy driver na

odchytavanie paketov
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http://www.ethereal.com/�
http://winpcap.polito.it/�

IP paket - Net analyzer

BInternet Protocol, Src Addr: 156.193.15Z.108 (106.193.152.106), Dst Addr: 136.193,15Z.51
Version: 4
Header length: 20 bytes
B01fferentiated Services Fleld: O0x00 (DSCP Ox00: Default; ECN: Ox00)
Total Length: 414
Identification: (x1Z6?
BFlags: Ox04
1., = Don't fragment: Set
0. = More fragments: Not set
Fragment offset: {
Time to live: 176
Protocol: TCP (0x0o)
Header checksum: Ox/6al (correct)
Source: 156.193.152.108 (158.193.152.108)
Desyinatian: 156.193.152.51 (156.193.152.51)
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IP paket (2)

Verzia (version): 4 bity, verzia IP protokolu, moze byt 4 alebo novsia 6 (IP next
generation)

Dizka hlavi¢ky (header length): 4 bity, diZka zahlavia (udava sa v 4 bytoch),
udava sa preto, Ze niekedy su volitel'né polozky zahlavia

Typ sluzby (Type of service - TOS): 8 bitov, Ziadany typ sluzby pre datagram,
historicky (az doteraz), sa neuplatnila; dnes DiffServ QoS architektura

Celkova diZka datagramu (total length): 16 bitov, celkova dizka datagramu (max
26— 1=65 535B)

Identifikacia datagramu (identification): 16 bitov, jednozna¢na identifikacia
datagramu - ¢islo, vklada OS, pouzité pri fragmentacii
Priznak (flags): 3 bity, | o | bF | MF
— 0, musi byt’ 0, rezervované
— DF: Don’t fragment, 0 — fragmentacia povolena, 1 — fragmentécia zakazana
— MF: More fragments, 0 — toto je posledny fragment, 1 — toto nie je posledny fragment

Posunutie fragmentu (frag. offset): 13 bitov, pri fragmentacii udava kam
fragment patri v pocte 64 bit kusov, prvy fragment ma hodnotu 0
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IP paket (3)

Doba zivota datagramu (time to live-TTL): 8 bitov,
ochrana proti zacykleniu datagramu, hodnota nastavena OS
(or programatorom), prechod routrom dekrementuje hodnotu,

TTL 0-datagram zahodeny.
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Hop by Hop




IP paket (4)

Protokol vyssej vrstvy (protocol): 8bitov, identifikacia
neseného protokolu vyssej vrstvy, UDP=17, TCP=6,
ICMP=1

Kontrolny sucet cez IP zahlavie (header checksum): 16
bitov, kontrolny stucet

IP adresa odosielatel’a (source IP address): 32 bitov,
adresa odosielatel’a

IP adresa prijemcu (destination IP address): 32 bitov,
adresa prijemcu

Volitel'né polozky (options): variabilna dizka, polozky
mozu a nemusia byt’ v pakete, priklad: source routing,
record route, internet timestamp a pod
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|IP adresovanie

Logické adresovanie (siete logicke celky oddelen¢ smerovadmi)

Adresa dlha 32 bitov (IPv4, 232 adries)
— 128 bitov IPv6 (2128 adries)
e (napr.. CAB32:F123:C210:1234:0000:0000:0000:1A11)
Kazdé IP zariadenie musi mat’ jednoznacnu adresu
IP adresa - identifikacia zariadenia IP protokolom

Tvar:

— decimalna notacia: 158.193.152.112

— binarna: 10011110.11000001.10011000.01110000
— Hexa: 9E.C1.98.70 (hlavne pri IPv6)

— domain name : fr326c.fri.utc.sk (potrebujem mechanizmus na preklad
adries a mien)

Polia: Network part Host part

— Pre potrebv smerovania



delenie

Triedy IP adries — historické

Trieda A:

Trieda B:

Trieda C:

Trieda D:

8b 32 bitov
Net ID |Host ID|Host ID|Host ID
16 bitov 16 bitov
Net ID | Net ID |Host ID|Host ID
Net ID | Net ID | Net ID |Host ID
ID Multicast adresa

pouzitie

* Neziskava sa jedna IP adresa, ale adresny priestor

= « Smerovace na zaklade prvych bitov zistovali NET ID

Najvyssi bit vzdy 0: adresy 0 az 126
127 sieti s 16 777 214 pocitaCmi

NajvysSie dva bity 10: adresy 128 az
191

16 385 sieti s 65 534 pocitaCmi

NajvyssSie tri bity vzdy 110: adresy
192 az 223

2 097 153 sieti s 253 pocitaCmi

NajvysSie Styri bity 1110: adresy
224 a7z 239

Multicastoveé adresy

Trieda E: adresy 240 az 255 (prvy byte), adresy vyhradené pre buduce

I\~ nawtcuia nnviiiiaviiyvulili vicl I




Vyhradené adresy

o V kazdej triede su vzdy vyhradene dve adresy

— 1) adresa siete: vSetky Host ID su NULY (binarne)

e napr. Trieda A: 111.0.0.0 alebo trieda B 158.193.0.0, pouzité pri smerovani
do siete, ktora obsahuje hosta

— 2) broadcast adresa: Host ID su sameé jednotky (binarne)
e napr. Trieda A: 111.255.255.255, adresa vSetkych Hostov
* Privatne adresy:
— 10.0.0.0 az 10.255.255.255 Privatne siete (intranety) bez
— 172.16.0.0 a7 172.31.255.255 pripojenia na Internet alebo

~ 192.168.0.0 a% 192.168.255.255 pribojens Gez napr.
alebo proxy
e 127.0.0.1 — programovatel'na slucka (loopback)
- ma kazdy pocitac v sieti
Vyuzitie? Sub-sietovanie
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Siet'ova maska — princip (1)

e Pouzitie: urenie adresy siete
e Standardné sietové masky
— Pre adr. typu A je to: 255.0.0.0; pre adr. typu B:255.255.0.0 etc.
e QOperacia binarny sucin:
— Kde leZi pocitac (na ktorej sieti) s IP adresou 158.193.152.112 ?
10011110.11000001.10011000.01110000

* 11111111.11111111.00000000.00000000

10011110.11000001.00000000.00000000
Co je 158.193.0.0
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| , Y 4
Siet'ova maska
Pozname: IP adresu uzla =193.12.99.18, masku siete=255.255.255.0

193.12.99.18 = 11000001 00001100 01100011 00010010
255.255.255.0 = 11111111 11117111 17111111 0OOO000000
193.12.99.0 = 11000001 00001100 01100011 00000000

IP adresa siete = 193.12.99.0

pozname: IP adresu uzla =112.229.26.10,masku siete=255.0.0.0

112.229.26.10 = 01110000 11100101 00011010 00001010
255.0.0.0 = 111711111 00000000 00000000 11100000

112.0.0.0 = 01110000 00000000 00000000 00000000

IP adresa siete = 112. 0.0.0




158.193.0.0 Subsiete

Siet’
158.193.2.0

Siet’
158.193.1.0

Siet’
158.193.139.0
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Subsiete - princip

Net ID | Net ID |Host ID|Host ID Net ID | Net ID |Subnet ID|Host ID

Priklad: pridelen4 adresa typu B 158.193.0.0 a potrebujem predat’ d’ale;j
administrativu podsieti

RieSenie: vypozic¢iam si niekol’ko bitov z Host ID — otazka kol'ko? (tu 8)
Ziskam 28 — 2 subsieti, kazdd moze mat’ 28 — 2 pocitacov
Sietova maska: 255.255.255.0
— Kde leZi pocitac (na ktorej subsieti) s IP adresou 158.193.152.112 ?
10011110.11000001.10011000.01110000
* 11111111.111121111.111211111.00000000

10011110.11000001.10011000.00000000

Co je 158.193.152.0
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Subsiete (3)

Pozname: IP adresu uzla = 195.229.26.10, masku podsiete = 255.255.255.224
195.229.26.10 = 11000011 11100101 00011010 00001010
255.255.255.224 = 11111111 11111111 11111111 11100000

195.229.26.224 = 11000011 11100101 00011010 11100000
IP adresa siete = 195. 229.26.224

IP adresa uzla =147.229.22.85 maska podsiete = 255.255.255.192
147.229.22.85 =10010011 11100101 00010110 01010101

255.255.255.192=11111111 111111171 11111111 11000000

147.229.22.64 =10010011 11100101 00010110 01000000
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erozhr

P Y AV, A\
158.193.0.0 SU}% Potreb

» kazdému rozhraniu priradit’ IP
adresu a novd masku

ne:
anie do kazdej novej subsiete

|P adresa a
maska rozhrania
na providera

pripojenia

Siet’

158.193.2.0

Siet’
158.193.1.0

Siet’
158.193.139.0

158.193.0.0
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Unicast, Broadcast, Multicast IP
adresy

* Unicast adresa: identifikuje jedného prijemcu

e Broadcast a Multicast adresa: identifikacia
skupiny prijemcov

 Broadcast adresa: nema selektivnu vlastnost’,
urcene vSetkym hostom v sieti, subsieti

e Anycast

I I = Nndaleuid lniuvliinavliiyvulii oiell




Pride

e HostID a
e Sposoby |
— 1) Stati¢

— 2) Dyna
 A)Re

servel

« B)BC

svojej

« C)Dy

pridel
NOVa

e ako zistit’ akt
—1pconfig (w

—fcontig (L

Protokol sité Internet (TCP/IP) - vlastnosti

DObeche

Fodporuje-i sit automatickou konfigurac IF. je moZng ziskat nastawveni
protokolu IF automaticlkey. ' opacném pfipadée wam spravne nastaveni poradi

spravee site.

" Ziskat adresu IP ze servery DHCF automaticky

— @ Pouiit nasledujici adresu IP;

Adresa P 158 . 1583 . 152 . 104
taska podsité: R L T L A |
vhwchozi brana: 168 . 1483 . 162 . 38
! Ziskat adresu serser DS autormatick
— & Pouitnasledujici adresy serverd DMNS:
Upfednostiovany server DNS: 158 . 183 . 138 . 7
MNahradni server DNS:
pfesnit...
CIK, I starno




Vystup ipconfig

e ] Prikazowy radek

Microsoft Windows 2000 [Uerze 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:\>ipconfig
Konfigurace IP systému Windows 2000
Ethernet adaptér kis:
PFipona DNS podle prFipojeni oo
Adresa IP . . . . . . . . . . . . : 158.193.152.108

Maska podsiteé . . . . . . . . . . : 255.255.255.0
Ugchozi brana . . . . . . . . . . : 158.193.152.38
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Vystup ifconfig

Ifconfig>
ethO Link encap:Ethernet HWaddr 00:04:75:72:57:B1

lo

inet addr:158.193.152.51 Bcast:158.193.152.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:470952 errors:0 dropped:0 overruns:1 frame:0

TX packets:41089 errors:0 dropped:0 overruns:0 carrier:1

collisions:0 txqueuelen:100

RX bytes:49587592 (47.2 Mb) TX bytes:37838174 (36.0 Mb)
Interrupt:5 Base address:0xa400

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:3924 Metric:1
RX packets:53 errors:0 dropped:0 overruns:0 frame:0
TX packets:53 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:27733 (27.0 Kb) TX bytes:27733 (27.0 Kb)



Komunikacia v IP siet’ach

1. V ramci jedného segmentu (rovnaka IP adresa siete
komunikujucich — Net ID, nie je v ceste Router):

— musim zistit’ fyzicka adresu (napr. MAC) adresu ciel’a
2. Mimo segment: (zistit’ fyzicka adresu next hop zariadenia)

— cez default gateway/router
— cez proxy ARP (zvyCajne nim byva router)

e Riesit’ problém prekladu sietovej adr. na fyzicku adr.

e Address Resolution Protocol (ARP): preklad IP adresy
(logickej) na adresu linkovej vrstvy (fyzicku)

— sucast’ internet vrstvy, resp. IP protokolu
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Komunikacia v ramci jedneho
segmentu

Host A Host B
napr. web browser napr. lokalny WWW server
IP: 158.193.152.108 IP: 158.193.152.39

S.mask: 255.255.255.0 Host A chce komunikovat' s hostom B S.mask: 255.255.255.0

[ gy |

— =
/ /
* Vie IP adresu hosta B, aj svoju IP adresu => vie zostavit
IP paket

* potrebuje enkapsulovat' IP paket do linkového ramca,
Aplikacna napr. Ethernet Aplikacna

* vie svoju MAC adresu, nevie MAC adresu hosta B

Transportna Transportna

Internetova | nevie vytvorit ramec pre hosta B Internetova

Ethemet | o => potrebuje zistit MAC adresu hosta B => ARP Ethernet

I protokol I
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ARP radmec

1 4 8 16 32 bit
Typ linkového protokolu Typ siet'ového protokolu
16 bit 16 bitov
Dizka HW adresa Dizka sietovej adresy Operaény kéd
8 bitov 8 bitov 16 bitov
HW (MAC) adresa odosielatel'a
48 bitov
HW (MAC) adresa odosielatela Sietova (IP) adresa odosielatela
48 bitov 32 bitov
Sietova (IP) adresa odosielatela HW (MAC) adresa prijimatela
32 bitov 48 bitov
HW (MAC) adresa prijimatela
48 bitov
Siet'ova (IP) adresa prijimatela
32 bitov
Typ link. protokolu: hodnota 1 Ethernet Typ siet'ového prot.: 2048 (0x800) IP
Dizka MAC adresy: hodnota 6 Dizka IP adresy: hodnota 4

Operacény kéd: 1 ARP request, 2 ARP reply, 3 RARP request, 4 RARP reply



Address Resolution Protocol

(ARP)

ARP Tables 0) zisti, &i je IP ciela

na lokal. segmente or

Physical Addresses  IP Addresses ne
|02-60-8C-01-02-03| | 197.15.22.33 |
|00-00-A2-05-09-89| | 197.15.22.44 | | | Destination = 197.15.22.126 |

|09-00-20-67-92-89| | 197.15.22.123 |
|08-00-02-90-90-90| | 197.15.22.4 |

?7?7?

1) Kontrola ARP
tabulky (manual. vypis
Source arp -a)

| _D_] D! D!

199.15.22.33 || 197.15.22.44 || 197.15.22.123 || 197.15.22.4 |

=]

| 197.15.22.37 | 197.15.22.126
| Destination

2) Zdrojova stanica
vySle na Broadcast
MAC adresu ARP
Request spravu

3) Kazda stanica
prijme rdmec a poda
ho vySSej vrstve na
spracovanie

4) Stanica s ciefovou
IP adresou odpovie
zdroju cez ARP reply
5) Zdroj prida
mapovanie MAC na
IP do tabufky

6) Ak nie je ARP
odpoved => taka
stanica nexistuje =>
ERROR
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Komunikacia v ramci jedneho
segmentu

Host A Host B

napr. lokalny WWW server
IP: 158.193.152.39

napr. web browser

IP: 158.193.152.108 Host A chce komunikovat’ s hostom B
______________________________________________________ }
4|7’ HOST A: 4|7'
* Vie IP adresu hosta B, aj svoju IP adresu => vie zostavit
- IP paket
enkapsulacia
* potrebuje enkapsulovat' IP paket do linkového ramca,
Aplikacna napr. Ethernet Aplikacna
. . A
Transportna] * VIE SVOJU MAC adresu, V/IE MAC adresu hosta B Transportna
Internetova Internetova
 VVIE vytvorit rdmec pre hosta B
Ethernet Ethernet
V %
— >
Prebehne komunikacia
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ARP dotaz z net analyzatora

7.357020 PRO-NETS_ Od:dc: 23
7357056 158.193.152. 108

2357329 158.193.152. 39
7
7
2

.357383 158.193.152.108
.358573 158.193.152.108
LARSFFT 1581930150 099

Eroadcast ARF who has 158.193.15 ] = E
I_18:97:ec ARP 158.193.15%2.39 9= at 00:06:4F: G4 de 23
158.193.15%2.39 TCP 2692 = http [3YN] Seq=416699929 Ack=0 W
158,193,152 . 108 TCP http = 2692 [3vN, ACK] Seq=2744402 Acks=
158.193.15%2.39 TCP 2692 = http [ACK] Seq=416699930 Ack=s74
158.193.15%2.39 HTTF GET / HTTP/1.1

158.193 152 108 HTTF HTTFP A1 .1 304 Not Modified

| -

Hardware type: Ethernet (Ox0001)
Protocol type: IP (Ox0B00)
Hardware size: 6

Frotocol size: 4

Opcode: request (Ox0001)

D=t:

BFrame 4 (42 bytes on wire, 42 bytes captured)
HEthernet II, Src: 00:04:70:18:92:ec,
BaAddress Reszolution Frotocol (request)

fr:ff:fr:ff:ff:7f

Sender MAZ address: 00:04:76:18:92:ec (3_18:97:e2c]

sender IP address: 158.193.152.108 (158.193.152.108) : ,

Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00) ﬂ Linkovy Broadcast
Target IP address: 158.193.152.39 (158.193.152.39)
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Vypis z ARP tabulky

Tabul’ka si udrzuje polozky dynamicky (po uplynuti intervalu ich maze)

arp —a (win, linux)

Rozhrani: 158.193.152.108 on Interface 0x1000004 PC s nikym dlhsie
internetova adresa fyzickd adresa  typ & nekomunikoval
arp -a

Rozhrani: 158.193.152.108 on Interface 0x1000004 /—‘ Po komunikacil
internetova adresa fyzicka adresa typ

158.193.152.38 00-e0-29-3c-35-56  dynamicka

158.193.152.39 00-06-4f-04-4c-23  dynamicka

158.193.152.51 00-04-75-72-57-b1  dynamicka
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Komunikacia mimo segment
Proxy ARP

|ARP Request|

Broadcast E Host Z

Example 2: TCP/IP destination not local

| ARP Reply |

Host Y
MAC

Routing
Table:
Net for
Host Z

Router

MAC

ARP request je
broadcast ramec, router
broadcasty filtruje a
neprepusta ich na
vystupneé porty

Router stanici Y odpovie
na ARP dotaz svojou MAC
adresou a vystupuje v
komunikacii ako proxy

Na Routry musi bezat
Proxy démon
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Komunikacia mimo segment
default gateway / router

* Host pozna:

— Svoju IP adresu (SA), cielovu IP adresu (DA)

— Svoju MAC adresu (SMA)

— IP adresu smerovaca / brany (alebo zisti ARP procesom pre
zadanu IP adresu gw-brany)

—>< NetID DA = NetID SA

Zisti MAC adresu

Gatewaya cez ARP

Komunikacia

priama

Prijata ARP
Odpoved?

ERROR

Vytvor MAC rdmec

a posli ho brane

adra Informaénych Sieti




Internet Control Message
Protocol (ICMP)

e Sucast’ [P protokolu

o |CMP spravy enkapsulované priamo do IP paketu
e pouzitie: signalizacia réznych situacii, chyb

 ICMP sprav
pravy ICMP paket
IP hlavi¢ka ICMP hlavicka ICMP Data
Typ (1B)] Kod (1B) | Kontr. sucet (2B) Premenliva ¢ast’ zahlavia (4B)

e Nedorucitelny IP datagram
(T=3)

(viac sprav odliSenych kddom)

¢ Zniz rychlost odosielania
(T=8)

(viac sprav odliSenych kddom)
e Zmen smerovanie (T=5)

(viac sprav odliSenych kddom)

e Ziadost o Echo (T=8,K=0 )
e Odpoved na Echo (T=0,K=0)

e Odpoved na Ziadost o smerovani
(T=9,K=0)

e Ziadost na smerovanie (T=10,K=0)

e Cas vyprsal (T=11)

(viac sprav odliSenych kddom)

e Chybny parameter
(T=12)

(viac sprav odliSenych k6dom)

e Poziadavka a odpoved
na ¢as. synchro

e Ziadost o masku
podsiete a odpoved

ormacénych Sieti




Ping

* NajznamejSia aplikacia ICMP protokolu
* Ping (Packet InterNet Groper)
— testuje sietovu dostupnost’ hosta

— pouziva ICMP echo, ICMP echo reply
— prikaz: ping [-switches] host_adress [size [packets]]

Pﬂ|Pﬁkazou?Fédek
Microsoft Windows 2000 [Uerze 5.00.2195]
(C) Copyright 1985-2000 HMicrosoft Corp.

C:%>ping winkis.utc.sk

PFrikaz PING na winkis. fri.utc.sk [158.193.152.39] s délkou 32 bajtia:

Odpovéd od 158.193.152.39: bajty=32 cas<10ms TTL=128
Odpovéd od 158.193.152.39: bajty=32 cas<10ms TTL=128
Odpoveéd od 158.192.152.329: bajty=32 cas<1@ms TTL=128
Odpoveéd od 158.193.152.39: bajty=32 cas<10ms TTL=128

Statistika ping pro 158.193.152.39:

Pakety: Odeslané = 4, PFijaté = 4, Ztracené =

(ztrata ox)

PFibliZna doba od odeslani poZzadavku do pFichodu ozuvény v milisekundach:
Minimum = O0ms, HMaximum = Ams, Pramér = Ams

C:MN>




Traceroute

e Debugovanie sietového spojenia

e zistovanie cesty IP datagramov od dan¢ho hosta po ciel'ovy host
» Prikaz: traceroute (linux) tracert (w2k) (pathping w2k)

e | pFikazowy Fadek

Microsoft Windows 2000 [Uerze 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

C:Zv>tracert www.sme.sk

Ugpis trasy kK wuww.sme.sk [62.168.71.139]
s nejugse 30 smérovanimi:

<10 ms <10 ms <10 routkis.fri.utc.sk [158.193.152.38]
10 ms <10 ms 10 158.193.138.131

<10 ms <10 ms <10 158.193.1.1

<10 ms 10 ms {10 CUT-Bratislava.sanet2.sk [194.160.8.193]
10 ms <10 ms <10 gtsi-gw.six.sk [192.108.148.100]

<10 ms <10 ms 10 g0-0.gwb.gtsi.sk [62.168.99.89]
10 ms <10 ms {10 WWW.sme.sk [62.168.71.139]

Trasovani bylo dokondéeno.




Smerovanie




Smerovanie IP paketu - IP
routing

Smerovanie: proces vyberu d’alSej cesty paketu na zaklade
informacii v hlavicke paketu

— Priame (direct routing): medzi dvomi stanicami na jednej sieti (rovnakeé
netlD)

— Nepriame (indirect routing): prostrednictvom smerovaca

smerovanie vykonavané na zaklade obsahu smerovacej tabul’ky

tabul’ka budovana:

— staticky: manualne zadavané polozky (pre vacsie siete pracné, pouzitie
stub nets)

— dynamicky: pomocou smerovacich protokolov
smerovanie vykonava smerovac

smerovac:
— cita IP hlavi¢ku paketu, ale nemeni IP adresy !



Priame smerovanie

e (Cielova IP adresa AND maska siete

» ak vysledok zhodny s adresou siete odosielatel’a =
priame smerovanie

e prebehne proces priamej komunikacie (ARP atd)
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Nepriame smerovanie -
komunikacia cez smerovac

Host A Host B Host Y Host Z
Network 1 % Network 2
H+ Router A
Network 4 Network 3

1. Ciel. adresa AND
maska

2. Host v ingj sieti

3. Paket musi byt
poslany smerovacu

4. Musi prebehnut
ARP proces
zistovania link
adresy smerovaca

5. Vytvorenie ramca

6. Odoslanie ramca
smerovacu

7. Spracovanie
paketu z ramca,
vyber cesty

8. Odoslanie ramca
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192, 192. 192. 192, 192. 192. 192. 192, 192. 192.
168. 168. 168. 168. 168. 168. 168. 168. 168. 168.
11. 1 11, 1. 11. T 21, 21, 21. 21.
15 16 17 18 19 ® 15 16 17 18 19
h';:‘%}
192188111 ED & E0 192168211
ARP Table E0 || ARPTable Ef %
182.168.11.15 MAC| [192.168.11.15 MAC iy
192 1688.11.15 MAC 102.188.41.15 MAC 192.168.121 F1 h‘ﬂ F1 192.168.22.1
192.168.11.15 MAC I
192.168.11.15 Mg | [192168:11.15 MAC %ﬁ
N
Routing Table
Leamed Network Address Hop Interface
C - 192168110 O E0
C - 192168120 O E1
C - 192168200 0 SO
R - 192168210 1 S0
R - 192168220 1 S0
192, 192, 192, 192. 192, 192, 192. 192. 192. 192.
168. 168. 168. 168. 168. 168. 168. 168. 168. 168.
12, 12, 12, 12. 12. 22, 22, . 22, 22 . 427
12 13 14 15 16 12 13 14 15 16



Smerovacia tabulka

Siet’ Maska Next Hop Siet'ové rozhranie  Metrika
192.168.1.0 255.255.255.0 192.168.254.5 Serial 1 4
10.1.2.0 255.255.255.0 Lokalne rozhranie Ethernet o)
10.5.1.0 255.255.255.0 10.10.10.2 Serial 2 3
10.5.0.0 255.255.0.0 10.5.5.5 S Serial 1 2
0.0.0.0 0.0.0.0 10.10.10.2 Serial 2 1
Priamo
Default pripojena siet’

route
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Staticke smerovacie tabulky

o Staticke

— Vyzaduje manualnu konfiguraciu

— Nedokaze sa automaticky prispdsobit’ zmenenym
podmienkam v sieti (manual. zasah)

— Pre siete s jednou cestou do/zo siete

— Ziadne data
— bezpecnost’
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Dynamické smerovacie

protokoly

. Pouzivané na vymenu
_ smerovacich tabuliek a
- e = ] zdielanie smerovacich
e ) e
Routed protocol '-T-l I \""qa'_:__a - informacif
used bEtWEF” = e E__-—"'"-'\ . Umoziiuju smerovadu
pellizl: ;? direct 1 ’- == vybrat' vhodnu cestu
user traffic A .
== I . Pouzité rozne algoritmy =>
generuju hodnotu metriky
. Cim nizsie metrika pre

danu cestu, tym lepSie

Examples: P, IPX . Metrika na vyber cesty
. Hop count

Routing protocol e
used between 'T"" I \""ﬁ'q_':: ! ) Delay .
routers to maintain - e ! . Bandwidth
tables o rl Ktoru cestu? \-'1?? . Utilization

== | e ,./' . Cena ...

—_ prETErEre

(== ==

Examples: RIP, IGRP, OSPF
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Dynamické smerovacie
protokoly

 Typy podla pouzit¢ho algoritmu:
— 1) Distance vector protocols: Routing Information Protocol
(RIP), Interior Gateway Routing Protocol (IGRP),
— 2) Link State Protocols: Open Shortest Path First (OSPF)

— 3) Hybridné smerovacie protokoly (mix 1 a 2, EIGRP)

e Iné Clenenie:
— 1) Interior Routing Protocols: RIP, IGRP, EIGRP, OSPF
— 2) Exterior Routing Protocols: Border Gateway Protocol

FRI - Katedra Informaénych Sieti




IGP & EGP

IGPs: RIP, IGRP

EGPs: BGP

Autonomous Autonomous
System 100 System 200
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Distance vector

Routing Routing Hnutlng Routing
Table Table Table Table

FRI - Katedra Inf

* vektor je cielova siet,
cez ktory hop a metrika
*Periodicky update
smerovacich tabuliek
medzi susedmi

°z tab. sa vybera

[RVAVA

danu cestu, smer
 hodnota sa kumuluje

» pomala konvergencia

* moznost’ vzniku sluc¢iek
(split horizon, defin. max.
pocet hopov, hold down
timers, spustany update)
e router nema komplexnu
znalost’ siete



Routing Information Protocol
(RIP)

Distance vector
jedina metrika pocet ,,hopov*

update kazdych 30 sekund (v pakete je jeho route
tabul’ka (RIPv1) a sietova maska (RIPv2))

maximalny pocet ,,hopov* 15 (pouzitie pre mal¢ siete,
nad 15 je siet’ klasifikovana ako nedostupna)

nie vzdy vyberie najrychlejSiu cestu (nezohl'adnuje
faktory ako zat'azenie linky, priepustnost’ a podobne)
generuje vel'a prevadzky

pomalsia konvergencia
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RIP

A5, L5037 ETANDARD _Jcidb:isb

Eroadcast

Who has Lhs.1Y3.15%2. 0187

Response

Tell L1ls

=

o
e

IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF

IF
=

mmarnd:
Fsion:

Address Fami ly:

IP Address: 158.193.1.0 (152.193.1.0)
Metric: 2

Address: 152.193.17.0, Metric:
Address: 152.193.26.0, Metric:
Address: 158.193.12E8.0, Metric: 2
Address: 158.193.129.0, Metric: 2
Address: 158.193.130.0, Metric: 2
Address: 158.193.131.0, Metric: 2
Address: 158.193.132.0, Metric: 2
Address: 158.193.133.0, Metric: 2
Address: 158.193.134.0, Metric: 2
Address: 158.193.135.0, Metric: 2
Address: 158.193.136.0, Metric: 2
Address: 158.193.137.0, Metric: 2
Address: 158.193.138.0, Metric: 1
Address: 158.193.139.0, Metric: 2
Address: 158.193.140.0, Metric: 2
addirece- 1058 199 144 0 Metyrio- O

B Internet Protocol,
HlUser Datagram Protocol,
BRouting Information FProtocol
Response (2)
RIPwvl (12
EIF Address:

Stc Addr:

Src

158.193.152.38 (158.193.152.38],
router (5200,

Fort:

158.193.1.0, Metric:

IF (22

2

Dst Fort:

Dst Adde:
router (5207

158.193.152.255 (15s.193.1
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Link State protokoly

link-state advertisements (LSASs) pakety (urCené vSetkym
routrom)

Topologicka databaza (smerovaC ma znalost siete)
SPF algoritmus (Dijkster), a vysledny SPF strom

Smerovacia tabulka pre kazdu cestu (presna znalost
Siete)

V pociatku velka zataz => potom len updates pri topo
zmenach

Vacsie pamatove naroky
Rychla konvergencia

Rb&zne parametre na urCenie metriky (lepSie smerovacie
rozhodnutie)



Preco treba transportnu vrstvu?

Host A Host B

7  Aplikacia 1 poskytne data cez apl. vrstvu internet. /
vrstve
e [P vrstva poskytuje doru€enie dat.

eLenze IP:

Aplikécia 4

Aplikacia 1} Aplikacia 2 , , . .
I * nerobi kontrolu déat proti poruche pri prenose

Aplikacia I} Aplikacia 2

v

* je nespojovo orientované a nespolahlivé
e nerobi segmentaciu dat (musi mat’ cely paket

Aplikaéna . vw = Aplikaéna
- dany z vyssej vrstvy) -
ransportna < v . v 1s ransportna
= => musela by robit’ aplika¢na vrstva, t.j. kazdy =
Internetova Internetova

protokol (znasobenie funkcii)
Ethernet * robi dorucovanie len medzi koncovymi Ethernet

systémami, nie medzi aplikaciami KS (nema na
I to prostriedky) I

» ako rozliSit’ ktorej aplikacii patria ktoré data??
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Transportna vrstva

Zabezpecuje transport dat aplikacii
Multiplexovanie dat

poskytuje end-to-end

— spolahlivy (Transmission Control Protocol (TCP))

— aj nespolahlivy transport dat (User Datagram Protokol
(UDP))

— riadenie toku (sliding window)

zavadza pojem ,,portu®, resp. portoveho Cisla (na
odliSenie komunikacii aplikaénych protokolov
vyssej vrstvy)
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Portove cCisla

Pouziva aj TCP a UDP, aj ked’ nezavisle (napr. sluzba UDP
port: 2000 nemusi byt rovnaka ako TCP sluzba port: 2000)
Pouzitie:
— odliSenie rozdielnych komunikacii, ktoré prebiehaju v rovnakom Case
— Protokol (TCP or UDP) + zdrojova (ciel'ova) IP adresa + zdrojovy
(cielovy) port = SOCKET (identifikacia komunikacnej sluzby na
lokalnom systeme)
delenie:

— Cisla < 1023: rezervované pre verejne, vseobecne zname aplikacie
(napr. FTP 21, Telnet 23, SMTP 25, DNS 53, WWW 80, POP 110)

— cisla > 1023: neregulovane

pri nadvizovani spojenia zvycajne source port # nad 1023
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User Datagram Protocol (UDP)

Poskytuje nespojovu sluzbu prenosu sprav
(datagramov) s nezaruCenou spol'ahlivost'ou

— t.j. nerobi kontrolu doru¢enia datagramu

— nerobi kontrolu datoveho toku

— nerobi potvrdzovanie

pouzitie:

— posielanie datagramov medzi aplikaCnymi procesmi

— rozliSuje medzi viacerymi procesmi na danom pocitaci
UDP nerobi segmentaciu dat => data musia byt

rozdelené na prenos vyssou vrstvou, resp. pri prijati
poskladane do datoveého toku vyssou vrstvou
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UDP datagram

UDP datagram

IP hlavi¢ka UDP hlavi¢ka 8B Data
4 8 16 2 bit
Zdrojovy port (source port) Cielovy port (destination port)
16 bitov 16 bitov
Dizka dat (data length) Kontrolny sucet (Udp checksum)
16 bitov 16 bitov

Source port: identifikator vysielacieho procesu
Destination port: ciel'ovy port

Total length: dizka UDP datagramu

UDP checksum: kontrolna suma cez cely datagram
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Priklad UDP datagramu

BFrame 54 (491 bytes on wire, 491 bytes captured)
BEthernet II, Src: QU:04:76:18:92:ec, Dst: 00:e0:29:3c:30:06
BInternet Protocol, Src Addr: 158.193.152.108 (156.193.152.106), Dst Addr: 195.37.77.101 (195.37.77
BUser Datagram Protocol, Src Port: 2729 (2729), Dst Port: 3060 (5060)

Source port: 2749 (27729)

Destination port: 5060 (5060)

Length: 457

Checksum: Oxbb82 (correct)
BSession Initiation Protocol

Request Tine: REGISTER sip:palo SIP/Z.0

EMessage Header
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Pouzitie UDP

 Aplikacie pre ktoré je TCP robustnée

IP telefonia
multimedialne spojenia
Multicastové spojenia
DNS

news a pod.
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Transmission Control Protocol
(TCP)

e Spojovo orientovana sluzba
— vytvara, riadi a rusi ,,virtualny spojovaci kanal* medzi procesmi
— kanal je definovany dvojicou soketov
e zarucuje spolahlivé prenesenie dat (Reliability):
— robi pozitivne potvrdzovanie dorucenych dat a znovu prenos stratenych
 Riadenie toku
— princip kizajiiceho okna (Sliding window)
» datovy tok deli na segmenty (datovy blok na urovni

Transportnej vrstvy pre TCP) a v cieli ho spatne spaja zo
segmentov - stream datovy prenos

* Multiplexovanie (porty)
 Full duplex
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Format TCP segmentu

TCP seament

IP hlavi¢ka TCP hlavicka Data
4 8 16 2 bit
Zdrojovy port (source port) Cielovy port (destination port)
16 bitov 16 bitov
Poradové €islo odosielaného bytu (sequence number)
32 bitov
Poradové Cislo prijatého bytu (acknowledgment number)
32 bitov 20
Dizka zahlav. Rezerva UITAIPIRIS|F Dizka okna (window size)
RIC|S]S]|Y]!
4 bity 6 bitov GIkIHITININ 16 bitov
Kontrolny sué€et (TCP checksum) Ukazovatel naliehavych dat (urgent pointer)
16 bitov 16 bitov

Volitelné polozky zahlavia
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Format TCP segmentu (2)

Zdrojovy port (source port): port procesu odosiclatel'a
ciel’ovy port (destination port): port procesu adresata

poradové Cislo odosielaného bajtu (sequence number): poradove Cislo
prveho bajtu v datovej Casti segmentu vzhl'adom na celkovy pocet
prenesenych bajtov TCP toku, max dizka 232-1, po prekrodeni od 0

poradové ¢islo prijatého bajtu (acknowledgment number): poradove
Cislo bajtu, ktory je prijemca schopny prijat’ (t.j. potvrdenie prijatia
vSetkych predchadzajucich bajtov)

Dizka zahlavia (Dta offset): dizka zahlavia v nasobkoch 32 bitov (4B)
Rezerva (Reserved): rezervované pre buduce pouzitie

URG: TCP segment nesie naliehavé data

ACK: plati nastavenie pol’a ,,Poradové éislo prijatého bytu*

PSH: pouzitie nie je ustalen¢, zvyc€ajne indikuje nesenie uzivatel'skych
aplikacnych dat
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Format TCP segmentu (3)

RST: odmietnutie vytvorit’ TCP spojenie

SYN: synchronizacia medzi zdrojom a ciel'om pri novom poradovom
Cislovani

FIN: ukoncenie spojenia po prenose dat

Dizka okna (window): vyjadruje prirastok v poéte bajtov, ktoré si
prijemca Zela prijat’

Kontrolna suma (checksum): kontrolna suma aj cez datovu cast’

Ukazovatel’ naliechavych dat (urgent pointer): plati len ak je
nastavena polozka URG

Volitel’né polozky (Options):
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Priklad TCP segment

BFrame 112 (54 bytes on wire, 54 bytes captured)
BEthernet II, Src: 00:04:76:16:92:ec, Dst: 00:e0:29:3c:35:56
BInternet Protocol, Src Adde: 156.193.152.108 (156.193.152.108), Dst addr: 156.193.1.10 (156.193.1..
BTransmizsion Control Protocol, Src Port: 2734 (2734), Dst Port: 3128 (3126), Seq: 1346124415, Ack:
Source port: 2734 (2734)
Destination port: 3126 (3128)
Sequence number: 1348374435
Acknowledgement number: 2616739667
Header Tength: 0 bytes
BFlags: 0x0010 (ACK)
....... Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Not set
Resef: Not set
syn: Not set
Fin: Not set
Window s1ze: 04240
Checksum: Oxbbfe (correct)

-
11

[
1 I | B 1 I




Zalozenie TCP spojenia - Three
way handshake

HOST] HOST
A B
oy Vo
Send SYN
(seq =x) \ Receive SYN
Segmenty (seq =x)
neobsahuju
uzivatel'ské Send SYN
data Receive SYN (seq =y,
| (seq =y, ACK =x + 1)
1,5 RTT ACK =x +1)
oneskorenie Send ACK
(ack = y+1)
Receive ACK
(ack = y+1)
M
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Jednoduché potvrdzovanie

Sender

send 1

receive ACK 2
send 2

receive ACK 3
send 3

receive ACK 4

Window size = 1

\
/
\ receive 2
/ send ACK 3
\
/

Receiver

receive 1
send ACK 2

receive 3
send ACK 4
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TCP Sliding Window

Sender Receiver
send 1
send 2
send 3 receive 1
receive 2
receive 3
/ send ACK 4
receive ACK 4
send 4 \
send 5 \ |
receive 4
send 6 \ |
receive 5
receive 6
/ send ACK 7
receive ACK 7

Window size =3
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TCP Sliding window (2)

Vysielac Prijimaé
l =
i pp
Poslal 1, 2, 3, 4T [ Dy
Ll —>
LLST —>
4T —> Prijal 1, 2
| | 9 ,
| | A3  Potvrd 3 (okno sa posuva o
|| €<= dva prijaté segmenty)
Poslal 5, 6 [ s
| | 6= = Prijal 5, 6 gj
zatulané 3, 4
>
NP AN Potvrd' 7
Poslal 7, 8,9, 104 /==
|| 8= —>
1 _CT -
| J10+= —>
Window 4 —>
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KLIENT

Port 1458
SYN 12345
SYN SEND
SYN 112233
ACK 12340

ESTABLISHED

SERVER

Port 80

LISTEN

\ 4
SYN RCVD

v

ESTABLISHED

ACK PSH
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DNS

query ARP send
query
S|gn

15:.193.15%2.108 158.193.138.?& DS St ndard guery A winkis.utc. sk
158.193.138.7 158.193.152. 108 DMNE St ndard guery responze CHNAME winkis.fri.utc.sk |
i_1e:92:ec Broadcast ARP wha has 158.193.152.397 Tell 1os.193.152.108
winkig .fri.utc.sk 3 18 92:ec ARFP 158.193.152.39 s at 00:06:4F:04:4¢c:23
0B .152.39 C 167 ttp [SYN] Se 140701501 Ack=U wWin=64240
158.193 152 19 158.193.152.108 TCP http = 1467 [SvN, ACK] Seq 31195262 Ack=13207515
158,193,152, 108 158.193.152, 39 TCP 1467 > http [ACK] Seq=1320751502 Ack=31195263 wit
158.193.152.108 158.193.152. 39 HTTP GET / HTTRP/1.1
152.193.152. 19 158.193.152.108 HTTP HTTP/1.1 200 oK /
;. —_— 2
BFrame & (62 bytes on wire, 62 bytes captured) e
HEthernet II, Src: 00:04:76:18:92:ec, Dst: O00:06:4F:04:4c:23
EInternet Protocol, Src Addr: 158.193.152.108 (158.193.152.108), Dst Addr: 158.193.152.39 (158.193.
BTransmission Control Protocol, Src Port: 1467 (14670, Dst Port: http (B80), Seq: 1320751501, Ack: 0O
Source port: 1467 (1467) C—
Destination port: http (E0) b
Sequence number: 1320751501 —CCrm—
Header length: 28 bytes
BFlags: O0x0002 (SvM)
O... .... = Congestion wWindow Reduced (CWRJ: Mot set
alas = ECN-Echo: Not set
Do = Urgent: Not set
0 ... = Acknowledgment: Not set
O... = Push: Mot set
.0.. = Reset: Not set
1. = Syn: Set € ||
ceve .0 = Fin: Not set
wWindow size: 064240 /
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TCP SYN, ACK send

158.193.152. 108 158.193.138.7 DNE Standard query A winkis.utc.sk
158.193.138.7 158.193.152.108 DNS Standard query response CHNAME winkis.fri.utc.sk .
i_18:92:ec Eroadcast ARP who has 158.193.152.397 Tell 158.193.152.108
winkis.fri.utc.sk 3_18:92:ec ARP 158.193.152.39 s at 00:06:4F:04:4c:273
158 193 152. 1G8 158.193.152. 39 TCP 1467 = http [SvN] Seq= 132G?515G1 Ack=0 win=64240
8.193.15: e, 193,152,108 C ctp 167 [SvN LK) Sec 95262 Ack=13207515
158 193. 152 1G8 158.193.152. 39 TCP 1467 = http [ACK] Seq —1320751502 Ack=31195763 Wit
158.193.152. 108 158.193.152.39 HTTP GET / HTTP/1.1
158.193.152. 39 158.193.152. 108 HTTP HTTP/1.1 200 0K /
|-H-J ““““ =
BFrame 9 (60 bytes on wire, 60 bytes captured) e
HEthernet II, Src: 00:00:4F:04:4c:23, Dst: 00:04:76:18:92:ec
®Internet Protocol, Src Addr: 158.193.152.39 (158.193.152.39), Dst Addr: 158.193.152.108 (152.193.1
BTransmission Control Protocol, Src Port: http (80D, Dst Port: 1467 (1467), Seqg: 31195262, aAck: 132y
Source port: http (B0
Destination port: 1467 (1467)
Seguence number: 31195262 €<
Acknowledgement number: 1320751502 €<
Header length: 24 bytes
BFlags: 0x0012 (SvN, ACED
0. .. .. = Congestion window Reduced (CWRJ: MNot set
L0 = ECN-Echo: Mot set
L0, = Urgent: Not set
1 .... = Acknowledgment: set €
0... = Push: Mot set n
.0.. = Reset: Mot set
.1. = Syn: Set
.0 = Fin: Not set /
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TCP ACK send back

158.193.152.108 158.193.138.7 ONS Standard query A winkis.utc.sk

158.193.138.7 152.193.152.108 ONS Standard query response CHNAME winkis.fri.utc.sk .
1_18:92:ec Broadcast ARP who has 158.193.152.397 Tell 158.193.152.108

winkis. fri.utc.sk i_1B8:97:ec ARP 158.193.152.39 s at 00:06:4F:04:4¢c:23

158.193.152.108 158.193.152.39 TCP 1467 = http [SYN] Seq=1320751501 Ack=0 win=64240

158.193.152. 39 158.193.152.108 TCP http = 1467 [SYN, ACK] Seq=31195262 Ack=13207515i
5. . 5B 152,39 - 1467 » http [ACK : 320751507 Ack=31195763 wij

158.193.152. 108 158.193.152.39 HTTF GET / HTTP/1.1

158.193.152. 39 158.193.152.108 HTTF HTTFP/1.1 200 0K

~] e

BFrame 10 (54 bytes on wire, 54 bytes captured)
BEthernet II, Src: 00:04:76:18:92:ec, Dst: 00:06:4F:04:4c:213
EInternet Frotocol, Src Addr: 158.193.152.108 (158.193.152.108), Dst aAddr: 158.193.152.39 (158.193.:
BTransmiszsion Control Protocol, Src Port: 1467 (1467), Dst Port: http (800, Seq: 1320751502, Ack: 3.

Source port: 1467 (1467)

Destination port: http (80D

Sequence number: 1320751507 Crm—

Acknowledgement number: 31195263 G

Header length: 20 bwtes

BFlags: 0x0010 C(ACK)
L iaE Congesztion wWindow Reduced (CWR): Not set

ECM-Echo: Not set
Urgent: Mot set
Acknowledgment: Set <€

0. . Fush: Mot set
0L Reset: Mot set
L0 Syhn: Mot set

'_I.
L |V | VA T O 1|

Fim: Mot set
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Stavy spojeni

Netstat —a (linux, win)

Aktivni pfipojeni
Mistni adresa Protokol Cizi adresa Stav cizi adresy
TCP segi:epmap segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:microsoft-ds egi.fri.utc.sk:0 NASLOUCHANI
TCP segi:1027 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:2413 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:2415 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:2417 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:2914 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:10500 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:51025 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:51034 segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:netbios-ssn  segi.fri.utc.sk:0 NASLOUCHANI
TCP segi:2914 winkis.fri.utc.sk:5900 NAVAZANO
UDP segi:microsoft-ds  *:*
UDP segi:1058 *o*
UDP segi:2630 **
UDP segi:2911 **

UDP segi:netbios-ns **
UDP segi:netbios-dgm  *:*
UDP seaqi:isakmp Fok



Zdroje

e [nternet
— http://winkis.utc.sk/Slov/html/pracovnici/segec s.html
o Knihy:

— Dostélek, Kabelova: Velky pruvodce protokoly TCP/IP a systémem
DNS (Computer Press)

— Smitrha: Internetworking pomoci TCP/IP

(Kopp)
— Douglas E. Comer: Internetworking with TCP/IP (Prentice-Hall)

e Volne Sirite'né materialy IETF (www.ietf.org )
— Internet drafty
— Request for Comments (oficialne dokumenty):
e INFORMACNE (background info k danej téme)

« EXPERIMENTALNE: (popis sku$aného protokolu or systému)

« STANDARDY (Standards Track):
— Proposed standard, Draft standard, Standard



http://winkis.utc.sk/Slov/html/pracovnici/segec_s.html�
http://www.ietf.org/�

Fragmentacia(l)

Host A Host B
IP siet’ 1 Router Router Router IP siet’ 2
IP siet’ A IP siet' B I
4|7!—% S SRS —
enkapsyiacia enkapsuléacia deenkapsulacia
Spracovanie
Aplikaéna paketu Aplikaéna
- deenkapsulacia A -
Transportna Transplortna
Internetova daiemasiely M M Internftova
l Ethernet Eth?net P\LP PTP F&)I F$DI Eth&net Ethefnet

—

~—

prenos

MTU 1514B

MTU 1000B

MTU 4000B

[—T

MTU 1514B
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Fragmentacia(2)

e Ak MTU IP vrstvy (max. moze byt 65535) vacsie MTU linkovej vrstvy

(Ethernet 1514 B)

22 39 CMP Echo (ping) reguest

3 ﬂ.l??ﬂ?H 158.193.152.1G8 158.193.152.39 IF Fragmented IP protocol
4 0.177095 1565.193.152.108 158.193.152. 39 IF Fragmented IP protocol
5> 0.178131 158.193.152. 39 158.193.152.108 ICMP Echo (ping) reply

6 0.178250 156.193.152. 39 158.193.152.108 IF Fragmented IP protocol
F0.1765332 158,193,152, 39 158.193.152.108 IF Fragmented IP protocol
e 0.370726 155.193.152.108 158.193.152. 39 ICMP Echo (ping) reguest

9 0.370765 155.193.152.108 158.193.152. 39 IF Fragmented IP protocol
10°0.370787 158.193.152.108 158.193.152. 39 IF Fragmented IP protocol

(proto=ICMF
(proto=ICMF

(proto=ICMF
(proto=ICMF

(proto=ICMF
(proto=ICMF

BFrame 2 (1514 bytes on wire, 1514 bytes captured)
HEthernet II, Src: 00:04:76:18:92:ec, Dst: 00:06:4F:04:4¢c:23

BInternet Protocol, Src Addr: 158.193.152.108 (158.193.152.108), Dst Addr: 158.193.152.39 (158.193.
version: 4
Header length: 20 bytes
BDifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECHN: Ox00) Ping,4000B

Total Length:
Identification
BFlags: 0Ox02 @ Max MTU Eth. 1514B

g = Don't fragment: Mot set -
More fragments: Set Hlavicka
Frawmefit offset
4

Time to liwve: &

fragmentovanych

Protocol: ICMP (0x01) paketov rovnaka

Header checksum: OxaBd40 (correct]

Source: 158.193.152.108 (158.193.152.108)

Destination: 158.193.15%2.39 (158.193.152.39)
BInternet Control] Mescsade Protoco ]



Fragmentacia(3)

(NN -1
[l 0

.l??GHE 158.193.152.1G8 158.193.152.39 ICMP Echo (ping) request
7 = LB 52319 ) Fragmented IP protocol {(proto=ICMP

177095 158.193.152. 108 155.193.152. 30 TP Fragmented IP protocol (proto=ICMP

4 0
5 0.178131 158.193.152.39 152.193.152.108 ICMP Echo (ping) reply
6 0.178250 158,193,152, 39 158.193.152 . 108 IF Fragmented IP protocol (proto=ICMP
F0.178332 158,193,152, 39 158.193.152 . 108 IF Fragmented IP protocol (proto=ICMP
g 0.370726 158.193.152.108 158.193.152. 39 ICMP Echo (ping) request
90,.370765 158,193,152, 108 158.193.152.39 IF Fragmented IP protocol (proto=ICMP

10 G.H?G?B? 158.193.152.1@8 158.193.152.39 IF Fragmented IP protocol (proto=ICMP

| | =

BFrame 3 (1514 bytes on wire, 1514 bytes captured)
HEthernet II, Src: 00:04:76:18:92:ec, Dst: 00:06:4F:04:4¢c:23
EInternet Protocol, Src Addr: 158.193.152.108 (158.193.152.108), Dst Addr: 152.193.152.39 (158.193.
version: 4
Header Tength: 20 bytes
BDifferentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00)
Total Length: 1500
Identification:
BFlags: 0Ox0Z

Mot set
et

Frotocol: ICMP (O=x01)

Header checksum: 0xa7B87 (correct)

Source: 158.193.152.108 (158.193.152.108)

Destination: 158.193.152.39 (158.193.152.39)
Data (1480 bwtes’
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Fragmentacia(4)

2 0.177036 158.193.152.108 158.193.152. 39 ICMP Echo (ping) request
3 0.177073 158.193.152.1@8 155, 193.152.39 IF Fragmented IF protocol (proto=ICMP
4 0.177095 158,193, 108 5.194.152. 39 Fraagmented IP protocol (proto=ICMF
5 0.178131 158.193.152.39 158.193.152. 108 ICMP Echo (ping) reply
6 0.178250 158,193,152, 39 158.193.152.108 IF Fragmented IF protocol (proto=ICMP
F0.178332 156,193,152, 39 158.193.152.108 IF Fragmented IF protocol (proto=ICMP
g 0.370726 158.193.152.108 158.193.152. 39 ICMP Echo (ping) request
9 0.370765 156.193.152.108 158.193.152. 39 IF Fragmented IF protocol (proto=ICMP
10 D.HTG?B? 158.193.152.1G8 152.193.152 .39 IF Fragmented IP protocol (proto=ICMF
[~ | =
BFrame 4 (1082 byvtes on wire, 1082 bytes captured)
HEthernet II, Src: 00:04:76:18:92:ec, Dst: 00:06:4F:04:4¢c:23
BInternet Protocol, Src Addr: 158.193.152.108 (158.193.152.108), Dst aAddr: 158.193.152.39 (158.193.
version: 4
Header length: 20 bytes
BDifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECHN: Ox00)

Total Length: 10568
Identification: @

BFlags: 0Ox00

g = Don't fragment:
= More fTrafmer\:s:
Fragmeht offset: (2960

Time to liwve: &4

Frotocol: ICMP {(O=01)

Header checksum: OxcB7e (correct]

Source: 158.193.152.108 (158.193.152.108)

Destination: 158.193.152.39 (15%8.193.152.39)
Data E1D48 bwtes)

Mot set
Mot set
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